Distinguished Speaker Series
Friday, January 20 at 2:30pm, NTDP F285
Verifying Infrastructure for Trust
Dr. Perry Alexander

Abstract
What is trust and how do we establish trust in systems? When greeting a friend, we establish trust by
identifying them and observing their behavior. If their appearance and behavior are normal, we trust
our knowledge of them and continue our interactions. If not, we do not trust them and either
discontinue the interaction or continue under the assumption that something is wrong. Establishing trust
in remote systems is similar. We say a remote system is trusted if it can be identified and its behavior
characterized as normal. An infrastructure for establishing trust requires associating identity and
behavior with a platform and appraising that behavior. The critical nature of such an infrastructure
warrants formal verification at the system-level. Such verification presents numerous challenges and
opportunities. This talk overviews efforts to verify infrastructure for trust focusing on the Trusted
Platform Module and attestation protocol execution examining use of a state monad and dependent
session types as modeling tools.
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